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Recording/Slides/Questions
 This webinar is being recorded.

  A copy of the presentation will be emailed to all 
attendees after the event.

 The presentation slides are available in the Handouts tab 
of the platform, or email us at events@ocr-inc.com for a 
copy.

 If you have a question during the webinar, please send it 
to us in the Questions tab of the platform and we will do 
our best to answer.
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SPEAKERS
Introduced By: 



Agenda

 Welcome and Introductions

 Regulatory Drivers For Compliance Training

 Global Perspectives On Compliance Training

 Emerging Trends In Training And Best Practices

 Q&A 
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Compliance 
Training
A Current Perspective

13 March 2024

https://www.contentenablers.com/site/about/


Regulatory Drivers for 
compliance training

Brad Kabanuk​
President
Content Enablers



Increased regulatory environment

Disrupted workplace 

• More distributed, 

• More remote, 

• More flexible work arrangements

Catalysts driving change in the current state



Training: Regulatory Drivers






New DDTC Training Guidelines

On December 5, 2022, DDTC announced new ITAR Compliance 
Program Guidelines that include specific and detailed training 
requirements. These new guidelines leave little doubt as to what the 
agency will look for when evaluating the effectiveness of an ITAR 
compliance training program: 

• Training that is based on employees’ job functions and compliance 
responsibilities; 

• Training that addresses the risks associated with the organization’s 
defense articles and services, the parties it does business with, and 
the geographic areas it operates in and exports to;

• Training that is trackable, available, and recurring; and 
• Training that is dynamic and up to date.

The guidelines also provide an extensive list of topics required for adequate training.



Function-Based

DDTC recommends that organizations provide 

“different levels and types of ITAR training 
depending on the knowledge and skills needed 

to perform [certain] job functions and the 
compliance risks that arise in each position.”



While recognizing that specific training requirements depend on 
an organization’s risk profile, DDTC suggests four tiers of training: 

Tier 1: 
Personnel with little/no 
background in exports 

Learning Objective: 
Introduce the basics of 
export controls.

Tier 2:
Senior management, board of 
directors, etc.

Learning Objective: 
Provide a thorough, 
intermediate-level 
understanding of export 
controls, enabling a proper 
appreciation of compliance risks 
associated with their 
organization’s activities and the 
critical role they play regarding 
compliance.

Tier 3: 
Personnel with export functions 
(program management, technical 
personnel, logistics, supply chain, BD, 
human resources, IT, faculty involved with 
contracts and grants, foreign students 
participating in research, etc.)

Learning Objective: 
Provide an advanced-level 
understanding of the ITAR and 
their export compliance 
responsibilities.

Tier 4: 
Export compliance personnel, 
including empowered officials 
and legal counsel 

Learning Objective: 
Provide a thorough, detailed 
understanding of the 
organization’s ICP, all applicable 
export control regulations, and 
the future needs of their 
organization (MAD activities, new 
product lines, geographic 
expansions, etc.).



Professional Trade Compliance Training
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President & CEO, Davis ITC
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Agenda

 Why Should Companies Focus on 
Training?
 Global Internal Compliance 

Program(ICP) Requirements
 Ensuring Training Hits the Target
 Why training fails – 
and What To Do About It
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Why Should 
Companies Focus 
on Training?
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Davis ITC

Why Focus on Training

 Policies and Procedures won’t work if employees don’t 
understand WHAT is required and WHY

 Recent enforcement actions have addressed training 
requirements

 Government Organizations have made it clear that training is 
an important element of a company’s Internal Compliance 
Program (“ICP”)
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Davis ITC
Enforcement Example

 Standard language in most Consent Agreements calls out specific 
requirements for training
 Strengthened Compliance Policies, Procedures, Training

 all employees engaged in AECA and ITAR-regulated activities are 
familiar with the AECA and the ITAR, and their own and 
Respondents’ responsibilities thereunder 

 there are records indicating the name of employees, trainers, and 
level and area of training received

 Respondent shall also provide training to all employees to ensure that 
any type of electronic transmission of ITAR-controlled technical data 
are sent in accordance with Repondent’s export compliance policies 
and procedures 
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Davis ITC

Enforcement Example
Consent Agreement 
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Consent Agreements Available on Dept of State Website
https://www.pmddtc.state.gov/ddtc_public/ddtc_public?id=ddtc_kb_article_page&sys_id=384b968adb3cd30044f9ff621f961941

Proposed Charging Letter     
The company “delegated export 
compliance responsibilities to staff who 
had not been provided export 
compliance training, and the staff 
relied on personal knowledge or on the 
customer to inform them that the 
products manufactured and/or 
exported were ITAR controlled.” 

The company “acknowledges that its 
lack of qualified personnel, ITAR 
compliance training, classification 
system, and documented export 
compliance program, as identified by 
the compliance program review, 
resulted in violations.”
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Elements of an 
Internal 
Compliance 
Program
(ICP)
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Davis ITC

Common Elements of an ICP

System for Reporting Violations

Recordkeeping

Internal Monitoring (Assessment, Audits and Improvements)

Training

Export & Import Authorization Process

Risk Analysis (Screening, EUS, KYC)

Classification Process to Identify Control Requirements

Documented Policies and Procedures

Organizational Structure – with Human, Technical & other Resources

Top level management commitment to Trade Compliance

March 13, 2024 OCR TRAINING WEBINAR

• While ICPs vary 
somewhat by country, the 
requirements and 
expectations are similar 
for all countries

• Training is a key element 
of all programs
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Davis ITC

ICP Guidance – United Nations
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United Nations Guidance

“Private Sector Engagement in
Strategic Trade Controls: Recommendations for Effective Approaches on United Nations
Security Council Resolution 1540 (2004) Implementation”
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Davis ITC

ICP Guidelines – 
Wassenaar Arrangement
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WHO:
• New Staff
• Sales
• Individuals involved in 

technology transfer

HOW:
• At desk
• Electronic Media
• Internet
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Davis ITC

ICP Guidance - European Union 
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“Essential for staff to duly perform their tasks 
and take compliance duties seriously”
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Davis ITC

ICP Expectations - UK
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UK ECJU ICP
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Davis ITC

ICP Expectations - Germany
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German BAFA ICP
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Davis ITC
ICP Expectations - India
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India
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Davis ITC

State Compliance Program Guidelines - 
https://www.pmddtc.state.gov/ddtc_public/ddtc_public?id=ddtc_kb_article_page&sys_id=4f06583fdb78d300d0a370131f961913
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ICP Expectations –
US Dept of State
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Davis ITC

ICP Expectations – 
US Dept of Commerce

Commerce guidance  
“Elements of an Effective Export 
Compliance Program”

https://www.bis.doc.gov/index.php/documents/pdf
s/1641-ecp/file

OCR TRAINING WEBINAR
March 13, 2024
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Ensuring 
Training Hits 
the Target
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Davis ITC

Details of Training Expectations
   State:
 Training programs should be tailored, dynamic, up-to-date, and adequately resourced. 
 Clearly identify the job-specific export control responsibilities for all employees.
 Allot sufficient time for employees to complete their training.
 Offer training on a recurring basis, at a minimum annually. 
 Maintain accurate training records of training sessions. 
 Make available resources that employees may consult at any time. 

 Commerce
 Characteristics of a good training program:
 Provides job-specific knowledge based on need
 Communicates the export responsibilities for each employee 
 Holds employees accountable for export training through assessments
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Davis ITC

 Methods of Training
 In person
 Webinar
 In House
 Conferences

 Training SHOULD be updated and often for in-person and remote employees 
 Use of e-training good option for a broader audience
 Beware of videos – (click and ignore)

 Test to ensure understanding of training

33

Training
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Davis ITC

Targeting Training

   Training is not one size fits all
 Need to develop training that focuses on the needs of the 

business and the employees

  Tiered approach to training
 General Awareness for ALL Employees
 Added requirements for Senior Management
 Function Specific Training for any function affected by 

Trade Compliance
 Higher level training specific to ITC Personnel 
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Davis ITC

All Employee Training

 All employees need some familiarity with ITC requirements

 General Awareness Training should cover - 
 Basic overview of Export and Import regulations
 General enough for audience to understand
 Focused on increasing awareness – not making them 

experts
 Don’t forget new hires, temps, and contract employees
 May also want to include suppliers
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Davis ITC

Senior Management Training
 Need additional requirements for senior management

 Additional training should focus on 
 Importance of communicating management commitment 

to compliance;
 Need for adequate resources and staff;
 Past compliance issues;
 Government enforcement actions;
 Potential consequences of violations;
 Areas of Risk.
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Davis ITC

Functional Specific Training
 Provide targeted training addressing specific roles and responsibilities.:
 Engineering – Classification, Design Rules to avoid “ITAR” 

contamination, Technical Data Transfer (TDT)
 Sales/BD - Know Your Customer, Anticorruption, Screening and 

Denied Parties, Sanctions, TDT
 Operations – Offshore Manufacturing or movement of 

manufacturing, Assists. TDT
 Supply Chain – Import Duties, Total Landed Cost, TDT
 Merger & Acquisition Team – Integration of businesses, 

registration requirement, IT, TDT
 Shipping – Export Documentation, licensing, Customs filings, 

Technical Data Controls
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Davis ITC

ITC Personnel Training
 All other training +
 Establishing and maintaining policies and procedures

 Obtaining and tracking the use of the organization’s licenses

 Use of Control Plans (TCPs, FACP, TTCP)

 Know your Customer and Red Flags

 Export and Import requirements

 Compliance/Enforcement expectations

 Country specific requirements in other countries

 Recordkeeping requirements

 Other trade issues – Anticorruption, Antiboycott, Sanctions, etc…
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Davis ITC
Global Training
   Training should be global in nature – don’t stop at your border
 Every Export is an Import
 Important to understand the rules of both the country you are exporting 

from and the country(ies) you export to
 Are there restrictions on importing your product into that country?
 Is there additional documentation required?

 Don’t forget about IMPORT!
 Tend to focus on exports but import/customs requirements are every bit as 

important and complex

 Need to understand extraterritorial requirements
 If you are outside the US – need to ensure people understand what they 

can and can not do with US hardware, software or technology
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Davis ITC
Global Training
 Tri-Seal notice issued on March 6, 2024
 “Obligations of foreign-based persons to comply with U.S. sanctions 

and export control laws.”

 “Companies outside of the United States should be aware of how their 
activities may implicate U.S. sanctions and export control laws.”

 “highlights the applicability of U.S. sanctions and export control laws to 
persons and entities located abroad, as well as the enforcement 
mechanisms that are available for the U.S. government to hold non-U.S. 
persons accountable for violations of such laws, including criminal 
prosecution.”

 “Ensure that subsidiaries and affiliates are trained on U.S. sanctions and 
export controls requirements, can effectively identify red flags, and are 
empowered to escalate and report prohibited conduct to management.”

 Notice available at - https://www.justice.gov/opa/media/1341411/dl?inline 
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Why Training 
Fails & What to 
Do About It
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Davis ITC

No Time For Training!!!???

March 13, 2024 OCR TRAINING WEBINAR

• surveyed everyone who chose not to participate, and asked 
them “why not?” The top three reasons people opted out of the 
program were:

• Being too busy
• Bad timing
• Irrelevant content

• What’s interesting about the results is that, while the responses 
appear different on the surface, they actually all mean the 
same thing: “the value of this training isn’t worth my time.”

• If you want to increase participation in learning and development 
programs, the question isn’t how to make people less busy—
that’s a nonstarter. What will actually move the needle on 
participation is increasing the value of training and then 
communicating that value in a way that makes people 
realize they can’t afford not to make time.
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Davis ITC

Training Success
Forbes recommends the following:

1. Start at the top and align training to broader company strategy.
2. Create personal interest.
3. Communicate value through managers. 

Additional Thoughts

   Help people understand why and how the training applies to them (examples)
 Communicate Timelines and monitor completion

 Create ITC Week or Month – some way to hype the focus on trade compliance and training
 Provide a variety of training options and times to cover audience needs

   Ensure Senior Manager/C-Suite level are completing training
 Provide talking points to encourage discussion
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Davis ITC

Training Keys to Success
   Ensure employees receive training that targets their specific roles

   Focus on the Who, What, Where, When and Why
 Don’t just tell people what to do – help them understand why

   Provide training in multiple formats

   Refresh training on a regular basis

   Remember new employees and contract/temporary employees

   Ensure training is Global in nature

   Its not just about the ITAR!
 Cover EAR, Customs, Non-US Regs, Census, OFAC
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Emerging Trends in 
Training and Best Practices



• Digital solutions are now THE primary means to 
delivering

• Microlearning!!!!
• New forms of engagement are emerging (V/R, 

Simulation, Scenario based, SMS text-based, open 
discussion forums)

• Adaptive – learners prove what they already know 
with instruction on what they do not know

• Reinforcement and reminders are moving to a 
“nudge” based approach that is “just in time”.

• From activity to outcomes based.

The key trends in compliance training



• 80% of the global population 
owns  a smartphone

• By 2025, 70+% of users will 
only  use their smartphone to 
access the internet

• Mobile data usage almost doubled 
since the beginning of the 
pandemic.

• Mobile access and 
convenience  are seen as more 
positive ways  to engage your 
work population.

Digital is the way forward



• getting cheaper and easier to 
create and access.

• 75%+ retention rate versus 5%-10% 
for lectures/live virtual training

• Massive investments in the 
“metaverse” are underway which 
will drive costs even lower.

Digital is the way forward

Virtual Reality:



Training should address lessons learned 

Regulatory Note

"Prosecutors should also assess 
whether the training adequately 
covers prior compliance 
incidents...”
 
"What has senior management 
done to let employees know the 
company’s position concerning 
misconduct? § e.g., anonymized 
descriptions of the type of 
misconduct that leads to 
discipline)?" 






Assessments should follow micro learning trends
1) Ability to track success to gauge effectiveness of training; and






Assessments should follow micro learning trends
2) DOJ Guidance: "How has the company addressed employees who 
fail all or a portion of the testing?“


CE Courseware Framework - Google Chrome

Microsoft Game DVR





Providing compliance training based on both job function and compliance 
responsibility through engaging micro learning to reinforce key content 
concepts and support continuous learning efforts.
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OCR and Content Enablers

Practitioner Packages
• U.S. Practitioner Certification Series  
• Non-U.S. Practitioner Certification Series 
• U.S. Customs Compliance for Practitioners 
• U.S. Sanctions and Embargoes for Practitioners 

Awareness Packages
• Export Compliance Overview: Leadership
• Export Compliance Overview for U.S. General 
• Employee: Defense Controls
• Introduction to U.S. Sanctions and Embargoes 
• Import Controls Overview: United States 



Q A
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THANK YOU
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